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ABSTRACT

Multi-domain application environments where distributed
domains interoperate with each other are becoming a real-
ity in internet-based and web-services based enterprise ap-
plications. The secure interoperation in a multidomain en-
vironment is a challenging problem. In this paper, we pro-
pose a distributed secure interoperability protocol that en-
sures secure interoperation of the multiple collaborating do-
mains without compromising the security of collaborating
domains. We introduce the idea of access paths and access
paths constraints. Furthermore, we device a path discovery
algorithm that is capable of querying interoperating domains
for the set of secure access paths between different domains.

Categories and Subject Descriptors

D.4.6 [Security and Protection]: Access controls; H.2.7
[Database Administration]: Security, integrity, and pro-
tection.

General Terms
Design, Security, Theory.

Keywords

decentralized secure interoperability, collaboration, access
path, path discovery, Role based access control

1. INTRODUCTION

The rapid proliferation of Internet and related technolo-
gies has created tremendous possibilities for the interoper-
ability between domains in distributed environments. Inter-
operability provides a means for domains to share resources
and services, which enhances performance and resource uti-
lization. For example, in peer-to-peer networks, peers col-
laborate with each other to provide efficient means for re-
source sharing. In distributed database environments in-
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teroperability enables users to access databases in different
domains. Furthermore, interoperability is of great concern
in several other areas such as in banking, medicine, gov-
ernment, military and in many other applications. Inter-
operability helps in bridging the gap between government
to citizens, government to government, business to business
and business to consumers.

However, interoperability does not come easy as it opens
the way for several security and privacy breaches. Security
is hard to achieve in a single domain let alone, secure inter-
operability in a multidomain environment [1]. Moreover, it
is even harder to handle security in a dynamic interopera-
tion environment where domains join and leave in an adhoc
manner.

In order to address the security problems in an interoper-
ation environment, we propose a distributed protocol that
ensures the security requirements of such an environment.
The challenge also lies in the fact that the collaborating do-
mains could have heterogenous security constraints and this
adds to the problem. In this paper we propose a protocol
that provides a SEcure Role mApping Technique (SERAT)
between domains. SERAT is a modular protocol that en-
sures secure, fair, dynamic and distributed interoperability
between domains. SERAT assumes the user’s access path
is attached to user’s access requests. SERAT provides path
linking rules that ensure the secure path evaluation and up-
dating. We also provide signature techniques that ensure
the authenticity of the user’s access path as it propagates
between domains. Furthermore, SERAT is extensible in the
sense that it enables additional domain specific constraints.
We also provide an access path discovery technique that en-
ables users to query the interoperation environment for the
possible access paths. Moreover, SERAT also provides cri-
teria for the selection from the set of possible access paths
returned by the discovery technique. The selection crite-
ria enables users to ensure higher levels of security in the
selected paths according to their policies.

The rest of the paper is organized as follows. In Sec-
tion 2 we discuss the requirements of secure interoperability,
the maximal secure interoperability and the drawbacks of
adopting the maximal secure interoperability solution. We
introduce and define the access path in an interoperation
in Section 3. The secure role mapping technique (SERAT),
the different SERAT modules and the additional path con-
straints are discussed in Section 4. The access path discovery
algorithm is presented in 5. Concluding remarks is added in
Section 6.



2. SECURE INTEROPERABILITY

In this section we describe the general interoperability
problem and present the solutions that are available in lit-
erature. To model the interoperability between different do-
mains we assume that all the domains adopt a role-based
access control (RBAC) model [4, 5]. RBAC is suitable for
specifying the security requirements of commercial applica-
tions [3]. However, if a domain that does not use RBAC as
its access control model wishes to join the interoperability
session then it can easily provide an export RBAC policy. In
RBAC, permissions are associated with roles, and users are
granted membership in appropriate roles, thereby acquiring
the roles permissions. The access control policy for domain
1 is modeled as a directed graph G; = (V;, A;) where the
vertex set V; represents roles and the arcs set A; represents
the dominance relationship between roles. For example, if
role 1 dominates 72 then (r1,72) € A;, thus a user acquiring
role 71 can acquire permissions assigned to role r2 by using
the RBAC permission inheritance properties.

Given n secure systems, G; = (V;, A;), i = 1,2,...,n, the
interoperation between these systems is achieved by intro-
ducing cross domain pairwise mappings between n domains.
Such mappings relate roles in different domains, and are rep-
resented by a set of cross-domain arcs referred to as the set
F'. The cross domain mappings are selected by the admin-
istrators of the domains according to the interoperability
requirements of each system. Furthermore, the system ad-
ministrators agree on a set of restricted accesses which is
similar to negative authorizations adopted in several access
control models. The restricted access is a binary relation R
on [JI_, Vi such that Y(u,v) € R,u € Vi,v € V;, and @ # j
where these edges are prohibited to exist during interoper-
ation.

Given G; = (V;,A;),i = 1,...,n, a cross access rela-
tion F' and a restricted access relation R, an interopera-
tion @ = (Ujw1V;, Ag), where Ag is the resulting arc set
Ag C{UjL1A; UF} | is secure if it satisfies all the following
conditions [1]:

1. Ag N R = 0. the restricted access relation.

2. Yu,v € V;, (u,v) is legal in A; if and only if (u,v) is
legal in Ag.

The conditions above ensure two important requirements
of interoperability which are the principles of autonomy and
security. The principle of autonomy requires that any access
permitted within an individual domain must also be permit-
ted under secure interoperation. The principle of security
ensures that any access not permitted within an individual
domain must also be denied under secure interoperation.

2.1 The Maximum Secure Interoperation (MSI)

DEFINITION 1. The maximum secure interoperation prob-
lem is defined as follows: For any positive integer K < |F|,
determine whether a secure solution S exists such that S C
F and |S| > K.

Simply, the MSI solution finds a maximal subset of the
cross links set F' such that the secure interoperability is en-
sured.Taking a closer look at the MSI solution we find that
such a solution exhibits several drawbacks, which we discuss
in this section.

e NP-Completeness: Li Gong et al.[1] shows a poly-
nomial reduction of the Feedback Arc Set problem,
which is a known NP-complete problem, to the MSI
problem and thus proving that MSI is an NP-complete
problem. Thus it is not practical to solve the MSI
problem for a large number of collaborating domains.
Moreover, any practical solution to this problem would
be provided using heuristics and in such cases the gen-
erated solutions are approximate and are not the op-
timal solution(s).

e Centralized Algorithm: The MSI problem assumes
full knowledge all domains G; = (V;, 4;),i = 1,...,n,
and the sets F' and R. To solve the MSI problem a
global view of the system is required and thus it has
to be solved centrally. A trusted third party must exist
that has the global view and computes the subset of
F' that satisfies the constraints of MSI. This solution
is impractical in distributed environments with a large
number of interacting parties.

e Response to Changes: A domain deciding to join
or leave the interoperation after the MSI solution is
computed would require the overall re-computation of
the maximal solution. This is not a practical solution
in a dynamic environment where domains are required
to join and leave the interoperation environment trans-
parently without the need for delays and revocations
of current coalitions.

e Fairness Issues: The MSI solution violates fairness
between the collaborating domains. The secure solu-
tion S is a subset of the set of cross links F', this means
that to eliminate violations some cross links are dis-
carded. However, in a violation several domains are
involved and the removal of cross links may only af-
fect a subset of these domains, especially in violations
caused by cycles. The following example elaborates on
the fairness issue. Consider Figure 1; a user in domain
A having a role Ay could access role As by accessing
roles Bz and then Bj, finally accessing As via B this
is clearly security violation. Furthermore, using a sim-
ilar argument a user at B; could access role By. The
MSI solution S would either include the edge (A2, B2)
or (B, Asz). If the edge (A2, B2) is removed then users
in domain A cannot access acquire any roles from do-
main B while on the other hand domain B users could
still acquire roles from domain A; this is not a fair so-
lution as it restricts accesses for users of domain A,
whereas rights of users of domain B are left unmodi-
fied. Thus the MSI solution is optimal but does not
guarantee fairness among all the collaborating parties
in the interoperation.

REMARK 1. From the above discussion we conclude that
the MSI solution is NP-Complete, it has to be solved cen-
trally, static solution, and moreover it is not fair to all the
participating domains. In the next sections we will propose a
secure technique that is computationally simple, distributed,
dynamic solution, and is ensure fairness to the participating
domains.



Domain B

Domain A

— — — _ Interoperation cross links

Internal access links

Figure 1: An example of two interoperating do-
mains. The solid lines show the internal access links,
while the dotted lines show the interoperation cross
links F.

3. ACCESS PATHS IN AN INTEROPERA-
TION ENVIRONMENT

In this section we introduce the idea of an access path in
an interoperation environment and, explain what an access
path is. We also discuss the types of cross links that are
present in the interoperability environment.

DEFINITION 2. The sequence in which a user' acquires
roles in a multidomain environment during a certain session
defines the user’s access path.

The access path starts from the user’s home domain and
ends at the user’s current domain. The home domain is the
domain to which a user originally belongs and at which the
user’s session starts. The domain where the user is currently
present is referred to as the current domain and the domain
the user is requesting access to is referred to as the target
domain. When a user enters a domain he is assigned an
entry role which is selected from the domain’s role hierar-
chy according to the cross domain access agreements, which
is referred to as the set F' in previous sections. Similarly,
an ezit role describes the user’s role in the current domain
before accessing the target domain. Once a user acquires
an entry role in the certain domain the user could acquire
other roles in that domain according to the domain’s role
hierarchy, thus the entry and exit roles may differ. We use
the following naming scheme to represent roles r-dgmain-name
where status € {(E)ntry,e(X)it}. To emphasize the de-
finitions of entry and exit roles we provide the following
example. Consider Figure 2; suppose that a user enters do-
main A and is assigned an entry role rél. The user then
connects to domain B, his exit role in A is T§1' The en-
try and exit roles describe the user’s access path. For in-
stance the user’s access path would be described as follows

_ A A B B
P = {"'7TE1’TX17TE17TX17“‘}‘

3.1 Insecure Paths

Insecure paths are paths that do not satisfy the security
requirements of a secure interoperation mentioned in Sec-
tion 2. The solution to the mazimum secure interopera-
tion problem ensures that all the paths present in the max-

LA user could be a physical entity or an agent or even a
web-service.

Domain A Domain B

Figure 2: Shows two domains A and B. The solid
lines show the internal access links, while the dotted
lines show the interoperation cross links.

imal set S C F satisfy all the security requirements. How-
ever, the set S is generated by removing cross links to pro-
vide a maximal secure solution which significantly reduces
interoperability. Clearly, the removal of cross links elimi-
nates several other secure paths as well, which is a penal-
izing solution to several domains. Consider Figure 3 which
shows an interoperation environment violating the security
principle. A user in domain A having role r4, could fol-
low the path Pyiolation = {TA,,TBs, "By, TCy,TCy T A3}, and
clearly acquire role r4, which is at a higher level than his
initial role r4,. The maximum secure interoperation so-
lution is computed by removing one or more of the three
cross links. Suppose that the cross link between rp, and
rc, is removed; the removal of such link solves the secu-
rity problem. However, this solution disconnects domains B
and C; thus a legitimate user in domain B cannot connect
to domain C which eliminates several other secure paths
such as {ra,,rBs,7B,,7Cy,Tc, } Or any path that includes
{re,,rc, }. Thus the maximum secure interoperation prob-
lem unnecessarily affects involved domains by removing sev-
eral secure paths in order to eliminate security violations.
Undeniably, the solution involving the removal of links is
not fair to all the domains.

Domain C

Figure 3: Example of a violation in a multidomain
environment.

3.2 Types of cross links

Cross links are the main enabler of interoperability as they
connect domains with each other. There are several types
of cross links each type affects interoperability in different
ways as will be discussed in the next sections. The main
types of cross links are:



e Explicit permitted access cross links (P-Link):
These links describe the allowable interoperability links
between different domains. The assignments are mu-
tually decided by the domain administrators. The set
F represents all such links.

e Explicitly restricted access cross link (R-Link):
These links describe the restricted interoperability links
between domains. They are assigned by the domain
administrators to avoid the collaboration between cer-
tain domains. The set R represents all such links.

e Null cross links (N-Link): These links exist be-
tween domains that are not connected by any other
types of links. Null links are used to indicate the per-
mission of open collaboration between domains that
can collaborate with one another via intermediate do-
mains.

4. DISTRIBUTED DYNAMIC AND SECURE
INTEROPERATION

In this section we present a distributed, dynamic solu-
tion for the secure interoperation problem. Our scheme uti-
lizes the user’s current access path to dynamically grant or
refuse future access requests. The proposed solution uses
ideas from the Chinese Wall [2], as the user’s access history
controls his future accesses. The user’s view of the possible
future paths is dependent on his current path; thus a more
dynamic form of interoperation between the collaborating
domains is achieved. Furthermore, our approach allows the
complete set F' to exist even if it contains insecure paths.
However, our path evaluation technique ensures that inse-
cure paths are not taken even though they are allowed to
exist. The proposed technique performs secure role map-
ping between interoperating domains.

4.1 Overview of SERAT

Each of the interoperating domains runs SERAT to ensure
secure interoperability. SERAT uses the user’s access path
to evaluate the access requests. SERAT is represented by a
layered model, each layer provides clearly defined functions
that are required by the overall protocol. Figure 4 shows
the layers involved in the SERAT protocol. Understanding
the function of each layer is instrumental in understanding
the operation of SERAT in an interoperability environment.

Path Discovery and Selection

Additional Path Constraints

Path Linking Rules & Request
Evaluation

Path Protection & Authentication

Path Path
Extraction Updating

Figure 4: SERAT layered model.

When a user wishes to acquire a role in a target domain,
the user sends a request to the current domain administra-
tor. This domain administrator updates the user’s path,
signs the user’s path, appends the user’s signed path to
the request and forwards the request to the target domain.
Upon the reception of the request the target domain ad-
ministrator extracts the user’s path, checks the path’s au-
thenticity, and evaluates the user’s request. Figure 5 shows
the interaction between the different SEART modules when
evaluating the user’s request. The details of each module are
discussed in the following sections. The domain administra-
tors are responsible for request evaluation, path verification,
evaluation and updates, thus our system model assumes sys-
tem administrators to be trusted entities. It is also assumed
that each domain is required to perform access control deci-
sions for its resources only, which is a reasonable assumption.

A distributed database system is a practical example of
our multi-domain interoperability. Multiple databases exist
in different domains, and are linked via network connections.
In a distributed database system, although a transaction will
usually perform all of its actions at the home domain, it may
also perform actions (or actions may be performed on behalf
of it) at other domains. If this happens, an agent is created
at the remote site to represent the transaction at that site.
This agent becomes part of the original transaction for con-
currency control and recovery purposes. A given transaction
originates at one site but may migrate to one or more sites
to execute its work. An agent represents the transaction at
each site to which it migrates. Each site contains a SERAT
module that is part of the site’s access control system. This
module evaluates requests and makes sure the interoperabil-
ity security constraints are not violated.

4.2 Path Protection and Authentication

The user’s access path is carried by the user’s request as
it migrates between domains. Figure 6 show an example
of such user’s request, which includes the user’s access path
and the path’s signature. A path protection mechanism that
is based on an authentication scheme is required to avoid the
tampering of the user’s access path and to enable the tar-
get domain to verify the authenticity of the presented user’s
access path. The proposed technique provides a signature
that is generated by all the domains visited in the path. The
signature preserves both the path entries and the path se-
quence. Every domain ¢ has a public d; and a private keys e;.
When a user decides to leave his current domain to connect
to a target domain the path signature is generated by the
current domain. The current domain concatenates the entry
and exit roles with the current path and hashes them. The
resulting hash is signed using the current domain’s private
key ecurrent. The generated hash is appended to the user’s
path. Equation 1 shows how the path signature (PS) is
generated, where || is the concatenation operator, @ is the
bitwise XOR operator, HASH is a secure hash function,
and SIGN is the signature function. The signature could
be done using modular exponentiation similar to techniques
used in RSA signatures [8].

PSnew =
SIGN,

€current

(PSota @ HASH (réniry™ || rédid e"t))( )
1
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Figure 5: SERAT’s access request evaluation module.

The target domain receives the path and its signature with
th s t The t t d . i ifv th <UserRequest>
e user’s request. e target domain can easily verify the <RequestedRole>
authenticity of the path by using the signature, the public roleA3
keys and the path information. The target domain computes 2 l;e:gl;estedRole>
the hash of the entry and exit roles from the path informa- <Domain name = "A" index = "1">
tion and recursively applies equation 2, and thus verifying <EntryRole>
the authenticity of the provided access path roleAl
y prov path. < /EntryRole>
<ExitRole>
/ roleAl
_ < /ExitRole>
PSoia = < /Domain>
t ent ; = "B" { = non
SIGNa, 1o (PSnew) ® HASH(rEUrem || retirert) D s . Tndex ”
(2) roleB3
</EntryRole>
A path signature generation and verification example is <ExitRole>
shown in Figure 7. This design ensures that a path entries roleBl
w gure . 1. gn ensu p < /ExitRole>
are only added by visited domains, because of signature us- < /Domain>
ing the private keys. This makes it very hard for an attacker <Domain, name = "C" index = "3">
to insert entries in the path as knowledge of the correspond- <E1?:or1ye%021e>
ing private keys is required. Thus this scheme ensures that < /EntryRole>
the path is generate only by authorized domains. < ﬁiotﬂoclle>
s </ExitRole>
4.3 Path Linking Rules < /Domain>
After verifying the authenticity of the user’s path the tar- < altAh@SG:L nZaltE;IOrFeP?I
get domain checks the user’s request to acquire a role. The < /P.athSignature>
path linking rules are a set of rules used in deciding whether < /Path>
a request is to be permitted or rejected. In this section we < /UserRequest>
present two types of path linking rules the flexible and the

strict interoperability path linking rules. The three main

domain types referred to are namely the home domain (H), Figure 6: A request submitted by a user having the
current domain (C), and the target domain (T'). Figure 8 access path of user in Figure 3 and is trying to con-
shows the three main types of domains and the paths and nect to role 7.,

links between them.

domains. Moreover, these rules ensure the generation of se-
cure access paths. We now formally state the flexible path
linking rules.

DEFINITION 3. The secure path linking problem is defined
as follows: Given a secure path Path; and a link Link;, does

the addition of Link; to Path; generate a secure path that Flexible Path Linking Rules: Let Path; be a secure

does not violate the restricted set R and the principles of path and let Link; = (R)C( RT ) be a link. The concatena-
. . a’ b .

autonomy and security. tion of Path; and Link; is denoted as Path;||Link;, must

verify the following conditions:

4.3.1 Flexible Path Linking Rules

These rules allow null cross links to exist and are used as a 1. Link: € F.
methodology for open interoperation. That is, if a null cross 2. If T € Path;, where T.Path; is the set of roles as-
link exists between two domains, then such domains are will- sociated with domain T in path Path;, then all roles
ing to interoperate with one another through other domains S € T.Path; must satisfy the condition that Rgi <8S.

as long as a secure path between them can be established.
This approach does not limit the interoperability between 3. The link should not introduce any violation to the re-



Pathsig
1
=)
en e HASH(r§||r$)
HASH(TEHT)}?)

a5

Seed HASH(”;H’"SL‘()

(a) Generating Path Signature

Seed

HASH(r||r4)

13}
dp e HASH(rg|[rg)
HASH(r$||r$)

do=(5)

Palhsig
(b) Signature Verification

Figure 7: The signature generation and verification for Path = {ré,rf},r?,rfé,r%,r%} and S represents the

signature function used.

stricted set R, thus link Link; ¢ R and for all roles
S € Path; must satisfy (S, Rgb) Z R.

Next Theorem proves that the flexible path linking rules
assure the correctness of the path computed with respect to
the security and autonomy principles.

THEOREM 1. Let Path; a path which is correct with re-
spect to the principles of security and autonomy. Let Path;+1
Path;||Link; be a concatenation of Path; and Link; that
verify the flexible path linking rules. Then Pathiy1 is cor-
rect with respect to the principles of security and autonomy.

We now prove that if Link; is added to Path; after sat-
isfying all the above rules then the new path Pathiy1 =
Path;||Link; does not violate the principles of security and
autonomy.

PrROOF. The initial path Path; = (rf,ri%,...,rE) is se-
cure. We proceed using the proof by contradiction. As-
sume to the contrary that the new path Path;4+1 is not se-
cure after satisfying all the above rules. If this is the case,
then this means there exists a violation in path Path;y1 =
Path;||{rs ,7E, 1}. This violation can be due to Path; or
(X, rE 1) or (s,7) or (s,7Z,,), where s € Path;. Since
Path; is the initial path and it is assumed to be secure
then it cannot contain a violation. Rules 1 and 3 check for
(rX,rE ) € F and (rY,7Z,1) € R respectively thus this
link cannot be the cause of the violation. We are now left
with only two links namely (s, ) and (s,7%,), however
rule 2 checks the integrity of adding such links and insures
the it does not violate the ordering among the roles in the
domain’s internal roles hierarchy, thus these links cannot be
the cause of any security or autonomy violations. In this
case as all the possible links that could lead to a violation
have been proven to be secure after passing the above rules
which contradicts our assumption and thus path Path;ti
can only be a secure path. []

4.3.2 Srict Path Linking Rules.

The strict path linking rules forbid the presence of null
cross links. That is, two domains can interoperate only

if F' contains cross links between them. This requirement
is very strict and hinders interoperability between the do-
mains. However, this requirement allows system administra-
tors to clearly specify and limit the interoperability between
domains. The strict path linking rules presented in what
follows ensure that the strict path property holds.

DEFINITION 4. The strict path property states that the
privileges gained by taking any path from the home domain
to the target domain through intermediate domains are a
subset of the privileges gained through a direct path from the
home domain to the target domain.

Strict Path Linking Rules: Let Path; be a secure
path and let Link; = (Rga,REb) be a link. The Path
Path;||Link;, must verify the following conditions:

1. Path; and Link; must verify the Flexible Path Linking
Rules.

2. A direct link must exist from the home domain to the
target domain Linkgirect = (Rgi,RaL where R%b <
Rgi and all roles S € H.Path; must satisfy the condi-
tion that R)% < S. Where H.Path; is the set of roles
associated with domain H in path Path,.

REMARK 2. Rule 4 does not allow the null cross links to
exist and restricts interoperability. The direct path is an
upper bound on the interoperation between domains.

Next Theorem proves that the strict path linking rules
assure the correctness of the path computed with respect to
the security and autonomy principles.

THEOREM 2. Let Path; a path which is correct with re-
spect to the principles of security and autonomy. Let Path,1
Path;||Link; be a concatenation of Path; and Link; that
verify the strict path linking rules. Then Pathiyi is cor-
rect with respect to the principles of security and autonomy.
Furthermore, Path;+1 satisfies the strict path property.

We now prove that if Link; is added to Path; after sat-
isfying all the above rules then the new path Path;y1 =



Path;||Link; does not violate the strict path property and
principles of security and autonomy.

PrOOF. The Path;+1 satisfies the flexible path linking
rules and thus it is guaranteed to be correct with respect to
the principles of security and autonomy, the proof follows
from the proof of flexible path linking rules. Rule 2 requires
the presence of a direct link, and requires that Rgb < Rgi
this ensures that role gained via the direct link in the target
domain dominates role gained through Link;. The second
part of rule 2 ensures hierarchical consistency in the home
domain by requiring all the roles S € H.Path; to satisfy the
condition R%‘ < S. This ensures that the direct link exit
role is dominated by all the roles associated with domain H
in path Path;. According to the requirements of rule 2 the
strict path property is satisfied. [

4.4 Additional Types of Constraints on Paths

Our path-based approach naturally lends itself to the spec-
ifications of several interesting classes of constraints, that
we briefly discuss in what follows. These constraints can be
easily added to the path evaluation to enhance the security
requirements of the path.

e Separation of Duty (SoD) Constraints: Separa-
tion of Duty has been investigated extensively in Role-
Based Access Control (RBAC) [4, 5]. RBAC uses
mutual exclusion constraints to implement SoD poli-
cies. The SoD constraints could be divided in two
types, namely the static and dynamic mutually ex-
clusive roles (SMER) and (DMER) respectively [7].
SMER constraints specify that two or more mutual
exclusive roles must never be assigned to the same sub-
ject simultaneously. An example of a SMER constraint
is that "no user is allowed to be a member of r3, and
r%z simultaneously”. DMER, constraints specify that
two or more mutual exclusive roles must never be, acti-
vated by the same subject simultaneously. This means
that two dynamically mutual exclusive roles may be
assigned to the same subject. However, the subject
is only allowed to activate at most one of its dynami-
cally mutual exclusive roles (permissions) at the same
time. A more general type of DMER requires that
no user be a member of ¢ or more roles in a set of m
roles {r1,72,...,7m} in a given session. In this paper
we are more concerned with the dynamic constraints;
thus we discuss only the DMER constraints. These
constraints can be resolved dynamically by checking
the access path of the user to ensure that the DMER
constraints are not violated before a domain grants ac-
cess to a certain role. The SoD constraints could be
applied on roles in the same and/or in different do-
mains. These could be easily added as an extra check
by the target domain as the access path is also pro-
vided with the user request.

e Bound on Number of Domains: Given n collabo-
rating domains, this constraint imposes a bound m on
the number of allowed domains in a user’s access path,
where m < n. Furthermore, this constraint helps in
limiting the reach of users in the interoperability envi-
ronment. For example if the limit is set to m = 2, then
only a pairwise interoperation between domains is pos-
sible and the user cannot migrate multiple times. This

constraint is also useful if the administrators want to
avoid security breaches if domains are collude against
other domains.

e Path Ordering Constraints: Before allowing Link;
to be connected path Path;, this path should contain a
certain sequence of accesses. This is a useful constraint
in workflow environments where the user is required
to perform tasks in a certain order and sequence. Fur-
thermore, this constraint could also accommodate the
negative approach where if the path contains a cer-
tain sequence of roles or domains, then access is to be
denied.

The SERAT protocol provides path linking rules that ensure
that the permitted paths for a user in a session are all secure
and satisfy the principles of security and autonomy. We have
proved that path security is guaranteed if the path linking
rules are performed by each domain. Moreover, the paths
are also guaranteed to satisfy the additional path constraints
which are extensible domain specific constraints. Note that,
all the proposed path evaluation rules and constraints only
depend on the user’s path and the access constraints at the
target domain. Consequently, the target domain has all the
required information to evaluate the user’s request. Thus,
the path verification and request evaluation is inherently a
distributed algorithm. SERAT also allows all the cross links
to exist and thus it does not unfairly remove any cross links
as in the case of MSI solution [1]. Thus SERAT provides a
fair solution by avoiding the isolation of domains which is
caused by the removal of cross links.

5. PATH DISCOVERY

A user residing in a certain domain would like to examine
the set of possible paths from his current domain to a cer-
tain role in a target domain. Path discovery allows a domain
in an interoperation environment to dynamically discover a
path to any other role in another domain, whether directly
reachable or indirectly reachable through one or more inter-
mediate domains. The path discovery algorithm is a distrib-
uted algorithm that returns the set of secure paths (if any
exists) from the source domain to the target domain. Fur-
thermore, we add to the complexity of the path discovery
by allowing the user to provide a list of domains that should
be included in the path discovery. We also provide optimal-
ity metrics that are used to choose paths from the set of
paths returned by the discover algorithm. As will be noted
this approach is similar to on-demand routing but it is more
complicated as it includes several other constraints such as
the path linking rules and constraints. We now discuss the
main steps involved in the path discovery protocol.

5.1 Neighborhood maintenance

Neighborhood information is very important in a dynamic
interoperation environment where domains dynamically join
and leave the system. These neighborhood updates pro-
vide the connectivity information between roles in different
domains, which is basically information about the set F'.
This information is critical for path and request evaluation.
To maintain this neighborhood information, every domain
is required to periodically send out a ”Hello” message to
all the domains that share cross links with it. The Hello
message announces the existence of the domain and informs
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Figure 8: Types of domains and Path; and the new link Link;.

the neighbors about the cross links associated with this do-
main. Domains receiving the the Hello messages from its
neighbors maintain a neighbors list which includes all its
neighbors with their corresponding cross links. The time-
to-live (TTL) of such messages is set to 1 as it is only sent
to neighboring domains.

5.2 Path Discovery

The proposed approach allows the path to be discovered
on-demand by propagating the path request and the route
reply messages between the source and the destination. Our
path discovery algorithm is implemented by route explo-
ration from source to destination. The path establishment
is done on-demand using limited flooding. When a domain
(source) needs to establish a path with a target (destination)
which is not in the source’s neighborhood list, the source
broadcasts a path request message to all its neighbor do-
mains. The path request message includes the destination
domain and the requested role. Upon receiving the path re-
quest message, the receiving domain performs a path evalu-
ation. If the path is accepted then the domain updates the
path and rebroadcasts the request through all the cross links
that are linked to the domain excluding the domains that
are already included in the path. This constraint avoids pos-
sible loops during path exploration and reduces the number
of message broadcasts.

5.3 Path Selection

The source waits for a timeout period of Tinaz, and if no
reply arrives from the destination domain then this means
there are no secure paths from source to the destination. On
the other hand, if a reply is received from the destination
before the timeout period then it will contain the set of all
possible secure paths from the source to the destination.
We refer to such set as Ss q. However, the source selects one
path according to certain selection criteria. The selection
criteria is based on the path properties which include:

e Path length: The source could select the path having
the shortest length in terms of the number of visited
domains.

e Path visited domains: Select the path a path that
contains certain set of domains, or certain sequence of
domains.

e Path selection based on composite domain rep-
utation: Domains could be given reputation metrics
and the path reputation is computed using the do-
mains included in the path, and the path having the
highest reputation be selected.

6. CONCLUSIONS

In this paper, we have presented a distributed, dynamic
protocol that provides a solution for secure interoperability
between domains. The protocol assumes the user’s access
path information propagates with user access requests. Path
linking rules have been defined to ensure that path linking is
executed securely. We also provided a path signing scheme
that ensures that the path is tamper proof as it propagates
between domains.

Furthermore, we have presented additional path constraints
that could be adopted by different domains to regulate the
degree of interoperability and thus making SERAT an exten-
sible protocol. We also provided a path discovery algorithm
that enables users to enumerate paths to a certain role in a
target domain. We also provided path selection criteria that
could be used when selecting a path from the set of possible
paths.
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